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will replace all prior versions, and listings, of claims in 



Listing of Claims; 

1. (currently amended) For an electronic signature device comprising a processor, 
a memory, a user input device including a first signature input device, and a device 
interface, all communicative y connected by at least one bus, a method of personalizing 
the electronic signature devi ;e to a user, comprising: 

receiving a digitized written user signature of the user via the first signature input 

device; 

generating a prime p ammeter, a sub-prime parameter, and a base parameter, 
generating a signing private key; 

generating a signing public key based on said prime, sub-prime, and base 
parameters; 

generating a user public key based on said «sof signing private key and said prime 

and base parameters; 

generating a biomettic electronic template based on said digitized written user 
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signature; and 

storing said prime, feul 
public keys, and said biomitric electronic template in the memory. 



b-prime, and base parameters, said use* signing private and 
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2. (original) The 
parameters are based on Diffi 



method of claim 1 > wherein said prime, sub-prime, and base 
2-Hellman parameters. 



3. (original) The 
parameters are generated 



methlod of claim 1 , wherein said prime, sub-prime, and base 
basid on a seed value. 



encrypted output; and 

storing the encryptec 
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4. (original) The metqod of claim 3, wherein the seed value is one of a random 
value and a pseudorandom niimber. 

5. (original) The method of claim 3, wherein the seed value is received from the 
user via the user interface. 

6. (original) The method of claim 1, wherein the user interface further comprises a 
password input device, and said method further comprises: 

receiving a user pass 1 vord via the password input device; 
generating a passwor i encryption key based on the user password; 
encrypting a known ^alue with the password encryption key to produce an 



7. (original) The i 
electronic template. 



method of claim 6, wherein said known value is said biometrics 
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known value in the memory. 



Ime] 1 SVR:USPT0-EFXRF-1/3 * DNIS:8729306 ■ CSID:703 248 9244 * DURATION (mm-5S):04-1 6 



Sent By: IP Strategies, P.C.; 



703 248 9244; 



Jun-28-05 1 :55PM; 



Page 5 



Application No. 10/035,817 
Amendment dated 06/28/200! 
Reply to Office action of 02/2(8/2005 



8. (original) The 
signature is repeated at least <Jnce, 



rneth :>d of claim 1, wherein receiving said digitized user 



\ The method 



9. (original) 
signature and generating said 



10. (original) The me 
is generated based on a 
signature. 



:hod of claim 1, wherein said biometric electronic template 
mathfematic transformation of said digitized written user 



11. (original) The 
is a Fourier transformation. 



12. (original) The 
communicatively connected to 
method further comprises 



sending a certificate request 



receiving a certificate 
storing said certificate 
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of claim 1, wherein receiving said digitized user 
biometrics electronic template are repeated at least once. 



me thod of claim 10, wherein the mathematical transformation 



method of claim 1, wherein the electronic signature device is 
a certificate authority via the device interface, and said 



to the certificate authority; 
package from the certificate authority; and 
package in the memory. 
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13. (original) The metjiod of claim 12, wherein said certificate request comprises 
said user public key. 



14. (original) The 
comprises at least one of said 



method of claim 13, wherein said certificate request further 
prime, sub-prime, and base parameters. 



15. (original) The 
said user public key and said 



method of claim 12, wherein said certificate request comprises 
prime parameter. 



16. (original) The: 
a digital certificate. 



mc hod of claim 12, wherein said certificate package comprises 



17. (original) The 
a digital certificate and a rook 



18. (original) The : 
interface. 



19. (original) The 
further comprises a power source 
interface. 



PAGE 6/16 ' RCVD AT 6/2«2005 2:28:33 PM [Eastern Daylight 



Page 5 of 13 



mejthod of claim 12, wherein said certificate package comprises 
value. 



m< thod of claim 1, wherein the device interface is a card 



method of claim l f wherein the electronic signature device 
that is at least one of a battery and the computer 
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20. (original) The 
integral with the electronic 
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method of claim 1, wherein the first signature input device is 
device. 



sijjnaturci 



21- (original) The method of claim 1 , wherein the first signature input device is 
connected to the at least one bus through the device interface. 



22. (original) 
interface is integral with the 



The method of claim 1 , wherein at least a portion of said user 
electronic signature device. 



23. (original) The 
interface is connected to the 



me hod 



of claim 1, wherein at least a portion of said user 
it least one bus through the device interface. 



24. (original) The 
random number and a pseudbrandom 



method of claim 1 , wherein said user public key is one of a 
number. 



25. (original) The 
than said sub-prime parameter. 



26. (original) For an 
memory having abiometric 
parameter, and a base 
user private key stored 



parameter, 



m< rthod of claim 24, wherein said user public key is smaller 



electronic signature device comprising a processor, a 
electronic template, a prime parameter, a sub-prime 

, user public data comprising a user public key, and a 
therein, a user interface comprising a signature input device, a 
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51 



user 



device interface adapted to i 
to the processor, the memory, 
originating an electronically 
verifying whether a 
transaction with the electronic 
receiving a 
comparing 
electronic 
receiving a transaction 
interface; 

combining said 
and a digitized user signature 
an originator signature block 

generating an 
parameters; 

generating an 
prime and base parameters; 

generating a shared 
public key, and the prime 

encrypting said 
produce an encrypted 



interface 



di| itized 



; said 



te nplat 
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a computer, and at least one bus operably connected 
the user interface, and the device interface, a method of 
gned transaction, said method comprising: 

is permitted to originate the electronically signed 
signature device, comprising 

written originator signature via the user interface, and 
digitized written originator signature against the biometric 

e to produce a first verification result; 
package through one of the user interface and the device 



transaction package and one of said digitized originator signature 
extracted from the biometric electronic template to produce 

ephem« ral private key based on the prime, sub-prime, and base 

ephenw iral public key based on said ephemeral private key and the 

encryption key based on said ephemeral public key, the user 
parameter; 

origL lator signature block with said shared encryption key to 
signatire block; 
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signature block, said ephemeral private key, the prime 
of the user public data to produce an electronically 



combining said 
parameter, and at least a portion 
signed transaction; and 

if the user is verified, providing said electronically signed transaction via the 

device interface. 

27. (original) The mefiod of claim 26, wherein the prime, sub-prime and base 
parameters are based on Difffc-Hellman parameters 

28. (original) The me hod of claim 26, wherein the user interface further 
comprises a password input c evice, the memory has further stored therein an encrypted 
known value, and verifying whether the user is permitted to originate the electronically 
signed transaction with the e ectrtraic signature device further comprises 

receiving a user pastf vord via the password input device; 
generating a passwor i encryption key based on the user password; 
decrypting the encrypted known value with said password encryption key to 
produce a second verificatio i result. 



method of claim 28, wherein the encrypted known value is the 



29. (original) The 
biometrics electronic templ^e 
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30. (original) The method of claim 26, wherein receiving said digitized originator 
signature is repeated at least dnce. 



31. (original) The 
signature and comparing said 
electronic template to prod 
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method of claim 26, wherein receiving said digitized originator 
digitized written originator signature against the biometric 
the first verification result are repeated at least once. 



32, (original) The melhod of claim 26, wherein comparing said digitized written 
originator signature against the biometric electronic template comprises 

generating a temporal y template based on said digitized written originator 
signature, and 

comparing said temporary template to the biometric electronic template. 



33. (original) The 
generated based on a 
signature. 



iiidthod of claim 32, wherein said temporary template is 
mathenfiatic transformation of said digitized written originator 



34. (original) The 
is a Fourier transformation. 



35. (original) The 
originator signature against 



me thod of claim 33, wherein the mathematical transformation 



method of claim 26, wherein comparing said digitized written 
he biometric electronic template comprises 
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generating a 1 
comparing said 1 



temporar r signature 



tempo rary signature 



36. (original) The 
generated based on a 
signature. 



method of claim 35, wherein said temporary signature is 
transformation of said digitized written originator 



mathematic 



37. (original) The i 
is a Fourier transformation, 

38. (original) The me 
public data comprises the usfr 



meihod of claim 36, wherein the mathematical transformation 
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based on the biometric electronic template, and 
to said digitized written originator signature. 



hod of claim 26, wherein the at least a portion of the user 
public key. 
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